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1. w1 Manage Wireless Networks

Tnewdlufl Control Panel - Network and Internet -> Manage Wireless Networks
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.
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Windows tri How do you want to add a network?

Add  Adapter

ALk Manually create a network profile
"= This creates a new network profile or locates an existing network and saves a profile

for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).
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A Create an ad hoc network

This creates a temporary network for sharing files or an Internet connection fically connect
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- Network name: eduroam

- Security type: WPA2-Enterprise

- Encryption type: AES

- Start this connection automatically denviseldidenila

Enter information for the wireless network you want to add

Network name: eduroam

Security type: |WPA2-Enterprise

Encryption type: [m

Security Key: [ ] ["]Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

NUUNA Next laztdan Change connection settings Li@n Security Ll@an Microsoft Protected
EAP (PEAP) 21n1iunm Settings

Mant 'l]y connect toa wnrelusn:two k-

Successfully added eduroam

< Change connection settings
Open the connection properties so thatIcan of |
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Choose a network authentication method:
licrosoft: Protected EAP (PEAP) v][ M

Remember my credentials for this connection each
time I'm logged on




5. \@en Authentication Method Wuu Secured password (EAP-MSCHAP v2) mﬂﬁuﬂﬂ‘ﬂju Configure...
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When connecting:
[ validate server certificate

Security type: [WP&Z—Enterprise Y] Connect to these servers:

Encryption type: [hES v]

Trusted Rook Certification Authorities:

W) AddTrust External CA Root

[ Baltimore CyberTrust Root

Choose a network authentication method: D Certum CA

[Microscﬂ'. Protected EAF (PEAF) v] ’ Settings [ Class 3 Public Primary Certification Authority
D DigiCert High Assurance EV Root CA

[ Entrust.net Certification Authority (2048)
[ Entrust.net Secure Server Certification Autharity -
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Remember my credentials for this connection each
time I'm logged on

Do not prompt user to autharize new servers or trusted
certification authorities,

Advanced settings

Select Authentication Method:

’SEﬂ:Edpasswm’d {EAP-MSCHAP w2) V] ’ Configure... ]

Enable Fast Reconnect
[] Enforce Network Access Protection

[| Disconnect if server does not present cryptobinding TLV
[7] Enable Identity Privacy

6. ﬁ]’lﬂﬁuLmLﬂ‘%ammUgﬂéfmﬁﬁ’l Automatically use my Windows logon name and password
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(and domain if any) 880 agAanyyu OK

|
EAP MSCHAPV2 Properties =

When connecting:

Automatically use my Windows logon name and
password (and domain if any).

[ ok || cancal |
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When connecting:
Validate server certificate

[ ]connect to these servers:

Trusted Root Certification Authoritiss:
AddTrust External CA Root
Baltimore CyberTrust Root E
Certum CA

Class 3 Public Primary Certification Authority

DigiCert High Assurance EV Root CA

Entrust.net Certification Autharity (2048)

Entrust.net Secure Server Certification Authority -
< | 1 |

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Semedpassword(EAP—MSCHAPvZJ Vl [ Configure... l

Enable Fast Reconnect

Enforce Network Access Protection

Disconnect if server does not present aryptobinding TLY
Enable Identity Privacy | |
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Currently connected to:
UniNet-AP

Internet access

Wireless Metwaork Connection -

UniNet-AP Connected _yf|

eduroam !!!!!

OhecStaff Mame: edurcam
Signal Strength: Excellent
IPvii-UniMet Security Type: WPAZ
Radio Type: 802.11n
thailis 55ID: eduroarn

OhecGuest
HPETBOFC

HP-Print-69-Laserlet 300

Open Metwork and Sharing Center




9. @8N connect wireless network lagidanausany SSID: eduroam

Currently connected to:

UniMNet-AP
Internet access

Wireless Metwork Connection ~

UniNet-AP Connected |

edurcam _.!5!!

OhecStaff Al

IPv6-Unilet Al

crnucoor 1!!:1]

OhecGuest #!!lj]
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thailis " Bk

Open MNetwork and Sharing Center
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Network Authentication

Please enter user credentials

’m@uni.net.th
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Currently connected to:

eduroam 2
287 Internet access

L

Wireless Metwork Connection

m

eduroam Connected 1!!-!!

Mame: edurocam
Signal Strength: Excellent

UniMet-AP

Ohecstaff Security Type: WPA2
. Radio Type: 80211n
IPvB-UniMet 55ID: eduroam

thailis =\
CMuUCoQr !!!]]
OhecGuest ?!!]]
HP-Print-69-Laserlet 300 o -

Open Metwork and Sharing Center



